How Kids Communicate Online*
 
Chatting is a text conversation with another user on the internet.   Public area where 2 people “talk” in real time, but is read by multiple users.
Advantages
Each person who enters into a chat room needs an ID—a unique nickname that allows the user to be recognized when participating in the internet community
Some chat rooms are monitored

Disadvantages
Popular with predators
Your child cannot block users

People can often enter a chat room without verification of who they are

Predators often lie about who they are and sometimes act like a child

Safety Tips
Do not allow younger children to enter a chat room
Do not enter a new chat room without parent’s permission

Never give out personal information like your name, address, phone number, the school you attend, your after school activities, etc.

Talk with kids about their e-pals—make sure they know who they are.

If you feel “uncomfortable” about a chat, get offline immediately and tell someone.

Instant Messaging—A type of chat

Advantages
Can talk to multiple users
Accept into their “chats” that they can and cannot talk to

Can block those who harass the user
Predators cannot become your child's contact unless your child lets them!
Disadvantages
Everyone your child lets become a “contact” has instant access to your child’s personal information/photos
Safety Tips
Limit your child’s Instant Messaging to a parental approved buddy list
Regularly check buddy list to make sure it has not been altered

Block/delete instant/personal messages from people your child does not know

Know chatting “lingo” - POS (parent over shoulder), LOL (laugh out loud), P911 (Parent alert), A/S/L (age, sex, location)

On-Line Gaming—Xbox, Nintendo Wii, Play Station III

Advantages
Chat directly with competitors, and can speak directly with them using voice controls
Some on-line gaming can block people or “mute” those you don’t want to hear from

Disadvantages
Can charge for extra game amenities
Can be used by perpetrators as a form of “grooming”; predators try to form relationships and ask for personal information

Safety Tips
Before you let your children start playing online, try playing yourself
Supervise children very closely when starting to play games online

Don’t give anyone any personal information, especially your password

If someone is making you feel uncomfortable, block them

*inobtr.org
File Sharing/Peer-to-Peer (P2P) - Share music, videos, photos

Disadvantages
Access to files you want to keep private (tax documents, banking statements)
Unwanted material being sent to your computer; inappropriate audio and video clips (can lead to trouble with law enforcement)

Viruses and spy ware

Copyright infringement

Safety Tips
Stop and think before downloading files through these networks
Talk to kids about the risks and research software

Social Networking (Facebook, Myspace, Tagged, and Hoverspot) is an online community of internet users.  Users socialize with profiles/profile pages of members, personal information, photos, chat, and emails/blogs.  Members “share” common bonds such as hobbies, religion, and politics.
Disadvantages 
Advantages for perpetrators
Discover personal information
Photos can help a predator “decode” the identity of a child
Photos can be downloaded by everyone who views it
Perpetrators can make changes to photos
Safety Tips
Review each profile with your child
Delete any personal information
Delete any photos
Explain to your child why you are doing this
Let your child know it is OK to talk with you about their experiences online
Frequently review your child's "buddy list" and delete anyone your child doesn't know.
 

*for more information, log on to inobtr.org
